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ME..J.,iiORANDUM FOR MR. CHAlu.ES HAVENS, SPECIALASSIST.\N'l' TO 
TEE DBPU'IY SECRETARY OF.DEFENSE 

SUBJECT: Report of tha Special Subcommittee on the USS PUEBLO 

1. The" followino information is providod pursuant to your questlon 
as to whether or not the release o! information appearing on pages 53. 
54., 14, 7S. 77, 79 and 109 of the report by the Spco!a.l Subcommittee on 
the USS PUEBLO would disclose cryptoloqlc sources • A cryptologlo 
source is considered to mean the transmissions v.rbose exploitation produces 
intelligence information. Such a source is constde.red to bo disclo!?>ed if, 
tn ·fact, the information was derived from th.at aourcef and if that same 
information could not reasonably have been obtained fr-om a different source. 

2. The statements in parauraph 2 of page 53 con.....-eming the observed 
sa11siUv1ty of th3 North Korean Ab· Foree to survetllanoe reconnaissance 
fllghta do not dlselose cryptologio sources. The statement i-egardinq the 
assumption by thG North Korean Air Force of the role of nawl support 
would· reveal the ~.xploitation of North Korean taotical air and air sur
veillance communicattons. 

3. 1'he information rGported in paragraph 3 on page 53 could have 
been obtained from Republic of Korea reports and would not disclose 
cryptoloalo sources. · 

4. the inittal statement ln paragraph 4 on page 54 would not disclose 
any cryptolo9lc source; however. the second statement indicates the 
rnonltotlng by u-. S. cryptologlo units of those North Korean communlcatlons 
which would disclosc- provocaUve ?r harassing activities ... 

s. The chronol0gies on pages 74, · 15, 71 and 79 contain l\O information. 
which would dlsolose ccyptologic sources. This Agency considers, how
ever, that before the chronologies of the ·USS PUEBLO'S m<tssagos are 
released, they should be corrected to show the times when those messages 

· which we·re retransmitted as CR!l'IC:i were received at the communications 
centers of the addressees. The· chronologtes now show the times when 
the messages were delivered to responsible officials at tha organizations 
addressed and, there.(ore,. do not reflect accurately .the r.ipidlty of trans-
1nlssJ.on achieved by the CRITIC communications system. This Agency.· 
wlll prov!de replacements of these paqas, oontalnlng clarlfying informa ... 
tlon on the handling times of the five massages transmitted as CRITICs .. 
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6 •. AU of the entries in the chronology on page 109 logged from 
10:34 P .M. to 11:51 P .M. and the first event on page 110 logged at 00-44 
would disc l:>se cryptologic sourcos, tho communications of North Korean 
I I units containing 1-esults of surveillance of the North Korean 

· aircraft. This is also true of the statements in tho second and third of 
the paragraphs belmv the chronalogy on page 110 and in tho thlrd full 
paragraph on page 112, all of '\Vhich are based upon entries on page 109. 
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ROY R •. BANNER 
General Counsel 
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Serial: DG/45/69 . 

cc: Reading File 
D6.~1?.:'•7:~~ 
P04 (Mr. Snow) 

. . 
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M/R: Pages 53 and 54 of the Special Committee's report contain the 
text of DIRNSA1s 29December1967 message pertaining to risk assess
ment. Pages 74, 75, 77, and 79 list transmiS:sions and retransmissions 
of messages from the PUEBLO. A list of messages transmitted during 
the shoot-down of the EC-121 appears on pages 109 and 110 of the report. 
Mr. Havens requested that. he be furnished the information in this 
memorandum for his determination concerning the releasability o~ the 
pages involved. · 

Mr. Richmond D. Snow of P04 participated in the drafting of this 
memorandum. 
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